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Cisco Catalyst ( SAY-Cisco )

0S N—=> 3>

Cisco I0S XE Software, Version 17.12.03

SATLY) TV N— XXXXXXXXXXX
FX g SAY-Cisco
FTT7AIEDRAAL % XXXX.CO.]p

DNS vy o 7 v 7 Bshik enable

FIALES— A

192.168.255.255

Web 77 74 Ul Bahft

no
Web 7'Z w4 Ul (HTTPS) A%t enable
EALYT—> JST 9 (B o (%)
Call Home Bxh{t no
ip http client source-interface
AX—hFrZ7A4€ X |proxy address : port :
(license smart) transport cslu
url
url cslu
url smart
url utility

PKI ZEBAZE F 7 X bARA >~ b
(crypto pki trustpoint)

CA server name

revocation-check

enrollment

SLA-TrustPoint crl retry count 999
retry period 1
pkcs12
TP-self-signed- none retry count 999
123456789
retry period 1
selfsigned
DNS #—/x— IP 7 FLX
192.168.255.1
11:22:33:44::55
192.168.255.2
11::22:33:44:55
192.168.255.3
192.168.255.4
192.168.255.5
FxA> X b FxXA %

_domain_listl

_domain_list2

_domain_list2




A 7% E (logging) source-interface Vlan4094

buffered 4096 debugging

syslog Xy t— DL X)L |warnings

77T 4 auth

syslog #r—/N— 192.168.255.10 transport udp port 514

192.168.255.11 vrf Mgmt-vrf transport udp port 514

VTP RXA > vtp_domain_name

E= off

IR —F

N—23g v 1
NTP source VIan4094

NTP + — /N — RA 2 B4 (Prefer)

192.168.255.21

prefer

192.168.255.22

NtpServerHostNamelp

NtpServerHostNamelpv6

DHCP Snooping

dhcp snooping Bzht

enable

dhcp snooping vlan

dhcp snooping information

option

enable

dhcp snooping verify mac-

address

enable

information option format

remote-id

hostname

information option allow-

untrusted

SNMP

snmp-server trap-source

snmp-server source-

interface informs

Vlan4094

location location_name
Dynamic ARP Inspection = &%#1t9 % Vlan 4094
SSH source-interface VIan4094
N—=2 3y 2
RALT T b 60
SRR TR 2

E#REEE (line)

R— b e A4 3k (loging login[/XX 7 — K BH7a ka3 KA LTI b ACL
local. login input preferred |4 ﬂ‘ in in vrf-also out
authentication. 75 &)

con 0 authentication default 10

vty authentication default ssh 10

vty 14 authentication default ssh 10




vty 597 authentication default ssh 10

vty 98 authentication test- telnet ssh |ssh 10 199 enable
authentication-list

AAA Authentication E#:%E (line)

A= [ Ez= 0 7' 4 > Z33E (login authentication)

con 0 default

vty 0 default

vty 14 default

vty 597 default

vty 98 test-authentication-list

AAA Authorization El#:%5E (line)

R—k = BRI DI (arap. commands, exe. reverse-access, 7 &) AAA Authorization ') X k%
con 0 exec default

vty 0 exec default

vty 14 exec default

vty 597 exec default

vty 98 commands 0 test-authorization-list

exec

test-authorization-list

AAA Accounting EI#:%%E (line)

R—k HS THI>T 4> 7 DR (arap, commands, exe, reverse-access, &) AAA Accounting U X k%
con 0 exec default
vty 0 exec default
vty 14 exec default
vty 597 exec default
vty 98 exec default

SNMP&{SH —/3— (snmp-server host)

A L& informs/traps N—2 3 v3F 7y ay Alaz=T4%/2—Y—% |BHEXAT
192.168.255.31 informs 2c snmp_community_02 udp-port 162
192.168.255.32 traps 2c snmp_community_01 udp-port 162
192.168.255.33 traps 1 snmp_community_03 udp-port 162
192.168.255.34 traps 1 snmp_community_host_01 udp-port 162
192.168.255.35 traps 3 auth snmpusername udp-port 162 call-home aaa_server
SNMP 3% 2 =5« (snmp-server community)

13225744 Ea— RO/RW  |ACL

snmp_community_0lvldefault RO access_list_01

snmp_community_02vldefault RO ipv6 ipv6_access_list_01

snmp_community_03vldefault RO 1999

snmp_community_04 mib_viewvldefault RO

snmp_community_05vldefault RO access_list_02

snmp_community_06vldefault RW




|snmpfcommunity707v1default | RO ipv6 ipv6_access_list02 access_list_03

SNMP F 5 v 7 (snmp-server enable traps)

1 snmp-server enable traps snmp linkdown linkup coldstart warmstart
2 no snmp-server enable traps call-home

3 no snmp-server enable traps power-ethernet

4 no snmp-server enable traps storm-control

5 no snmp-server enable traps syslog

6 no snmp-server enable traps udld link-fail-rpt

7 no snmp-server enable traps udld status-change

8 no snmp-server enable traps vtp

9 no snmp-server enable traps vlancreate

10 no snmp-server enable traps vlandelete

11 no snmp-server enable traps port-security

12 snmp-server enable traps port-security trap-rate 0

13 snmp-server enable traps stackwise

14 no snmp-server enable traps bridge

15 no snmp-server enable traps stpx

16 no snmp-server enable traps mac-notification

17 snmp-server enable traps errdisable

18 snmp-server enable traps errdisable notification-rate 0

ErrDisable (errdisable recovery cause)

[ Judid

RF =Xy &— (banner)

B4E Ayt—v
login Tes
ACL
ACL (Standerd)
E2n) > —ir v RES |permit / deny IEETT log *7av
7RLZR
test-standard-list 10 permit any enable
remark : test
98 10 [deny [0.0.0.160 255.255.255.0 [enable |
remark :
99 10 |permit |any |enab|e |
remark :
ACL (Extended)
2] v— v 2%FS |permit/ |ZB b3/ EETT bES = *7av
deny Y—ERF 7V |TRLR R—+ T7RLR A= [
IIN—7




test-extended-list 10 permit ip object-group src_net fgdn-group tos normal log-input
dst test fqdn

30 deny test_service any any option sdb
40 deny tep 0.0.0.1 255.255.255.0 |eq pop?2 talk telnet any match-any +ack
50 permit tep any range smtp pop?2 any eq pop?2 talk
60 permit tep any range smtp pop?2 any eq pop?2 talk match-all +ack
70 permit tep any range smtp pop?2 any eq pop?2 talk nntp 1000 1200 1210 syn
remark :

100 10 |permit |ip |any |any dscp default
remark :

ipv6 ACL

ZH] = v RES |permit/ 7R L3N/ =TT X5k *7av

deny Y—EXRFT7Pzok |TFLR R— bk T7RLX R—F
S—
remark :
AAA

AAA Bzt (aaa new-model) enable

IEEE802.1X Bxh1t (dotlx system-auth-control) enable

RADIUS #—/3— (radius server)

ZH] IP7 FL X auth-port |acct-port [timeout |retransmit key pac key

radius_serevr_01 11:22:33:44::55 1812 65534 60 20 testradiuskey

radius_server_02

aa

TACACS+ #—/3— (tacacs server)

&) IP7 FL X port timeout [key single-connection send-nat-address

tacacs_server_01 192.168.255.41 20 60 tacacs_key enable enable

tacacs_server_02 11:22:33:44::55 49

tacacs_sercer_03 49

tacacs_server_03 49

aaa 49

AAA Group (aaa group)

N TI—T% Y= — [ FEHRE
Idap aaa-group P——
SRR TE ¢
AAA Authentication
074 > 47[E14% (aaa authentication attempts |25

login)




AAA Authentication Y X + (aaa authentication)

REERA T R EZ P
login test-authentication-list 1 group radius
AAA Authorization

AAA Authorization Y X F (aaa authorization)

RAIRA T R EZ P

configuration default 1 group test
2 cache test?

credential-download default 1 group test

onep default 1 cache Idap
2 cache radius
3 cache tacacs+
4 group ldap

AAA Accounting

AAA Accounting ') X I (aaa accounting)

ThIYTAYTEAT |[URLE La—F [7B—F*¥X+t Ay R

auth-proxy default none no 1

QoS

BH&1QoS Bzt (auto qos global compact)

multiplier)

QoS+ 2 —/3y 7 7153 (qos queue-softmax-

25 22w 7 (class-map)

e

RyFYT
(match-all.

match-anv)

DHBEHE (access-group, ip. protocol, 7 &)

description

system-cpp-police-ewlc- match-any EWLC Control

control

system-cpp-police-topology- match-any Topology control

control

test-class-map match-all vlan inner 1000-1003 test description 2

system-cpp-police-sw-forward |match-any Sw forwarding, L2 LVX data packets, LOGGING, Transit Traffic

system-cpp-default match-any EWLC data, Inter FED Traffic

system-cpp-police-sys-data match-any Openflow, Exception, EGR Exception, NFL Sampled Data, RPF
Failed

test-class-map-3 match-all ip dscp ef

test-class-map-2

type access-

control match-all

not start 13-start offset 255 size 1 eq 2 mask 0x3




system-cpp-police-punt-

match-any

Punt Webauth

webauth

system-cpp-police-12lvx- match-any L2 LVX control packets

control

system-cpp-police-forus match-any Forus Address resolution and Forus traffic
system-cpp-police-multicast- |match-any MCAST END STATION

end-station

system-cpp-police-high-rate- |match-any High Rate Applications

app

system-cpp-police-multicast match-any MCAST Data

system-cpp-police-12-control  |match-any L2 control

system-cpp-police-dotlx-auth |match-any DOT1X Auth

system-cpp-police-data match-any ICMP redirect, ICMP_GEN and BROADCAST
system-cpp-police-stackwise- |match-any Stackwise Virtual OOB

virt-control

non-client-nrt-class match-any

system-cpp-police-routing- match-any Routing control and Low Latency

control

system-cpp-police-protocol- match-any Protocol snooping

snooping

system-cpp-police-dhcp- match-any DHCP snooping

snooping

system-cpp-police-ios-routing |match-any L2 control, Topology control, Routing control, Low Latency
system-cpp-police-system- match-any System Critical and Gold Pkt

critical

system-cpp-police-ios-feature |match-any ICMPGEN,BROADCAST,ICMP,L2LVXCntrl,ProtoSnoop,PuntWeba

uth, MCASTData, Transit,DOT1XAuth,Swfwd,LOGGING,L2LVXData
,ForusTraffic,ForusARP,McastEndStn,Openflow,Exception,EGREx

oticn NMEIQamnlad DofEailad

KU ¥—=v 7 (policy-map)

RUS—<yv 7% system-cpp-policy

2722 v 7 (class-map)

JIARY T

bandwidth

priority

queue-buffers

queue-limit

service-

policy

shape average description

system-cpp-police-ios-

routing

system-cpp-police-ios-

feature

system-cpp-police-data

system-cpp-police-sys-data




system-cpp-police-sw-

forward

system-cpp-police-multicast

system-cpp-police-multicast-

end-station

system-cpp-police-punt-

webauth

system-cpp-police-12-control

system-cpp-police-

stackwise-virt-control

system-cpp-police-routing-

control

system-cpp-police-system-

critical

system-cpp-police-12lvx-

control

system-cpp-police-topology-

control

system-cpp-police-dotlx-
auth

system-cpp-police-protocol-

snooping

system-cpp-police-dhcp-

snooping

system-cpp-police-forus

system-cpp-default

system-cpp-police-high-rate-

app

system-cpp-police-ewlc-

control

Police A<~ F

JIARY T

police

police action

system-cpp-police-ios-

routing

rate 6000 pps

system-cpp-police-ios-

feature

rate 1000 pps

system-cpp-police-data

rate 600 pps

system-cpp-police-sys-data

rate 100 pps

system-cpp-police-sw-

forward

rate 800 pps




system-cpp-police-multicast

rate 200 pps

system-cpp-police-multicast-

end-station

rate 1000 pps

system-cpp-police-punt-

webauth

rate 800 pps

system-cpp-police-12-control

rate 2000 pps

system-cpp-police-

stackwise-virt-control

rate 100 pps

system-cpp-police-routing-

control

rate 1000 pps

system-cpp-police-system-

critical

rate 100 pps

system-cpp-police-12lvx-

control

rate 500 pps

system-cpp-police-topology-

control

rate 6000 pps

system-cpp-police-dotlx-
auth

rate 800 pps

system-cpp-police-protocol-

snooping

rate 1000 pps

system-cpp-police-dhcp-

snooping

rate 500 pps

system-cpp-police-forus

rate 1000 pps

system-cpp-default

rate 100 pps

system-cpp-police-high-rate-

app

rate 3000 pps

system-cpp-police-ewlc-

control

rate 1000 pps

RVy—=y 74

test-policy-map

2722 v 7 (class-map)

JTARR Y T bandwidth priority queue-buffers|queue-limit service- |set shape average description
policy

test-class-map

Police A<~ F

I T ANy T police police action

test-class-map

RY)v—2v74:

test-policy-map-03

25 2% v 7 (class-map)




JTARR Y T bandwidth priority queue-buffers|queue-limit service- |set shape average description
policy
test-class-map average percent
50
test-class-map-3 2048 test- cos 0
policy-
map
Police a<w>¥ F
UIARY T4 police police action
test-class-map rate 100 pps burst 100 packets peak-burst 100 |conform-action set-qos-transmit 10
packets
exceed-action set-prec-transmit 7
test-class-map-3
RKUS—<y7%:  test-policy-map-01
27 X< v 7 (class-map)
JTARR Y T bandwidth priority queue-buffers|queue-limit service- |set shape average description
policy
Test policy map comment.
Police A<~ F
J5RAT Y T police police action
RYS—2v7%: policymap_test
25 22 v 7 (class-map)
I T ANy T bandwidth priority queue-buffers|queue-limit service- |set shape average description
policy
Police a<w>¥ F
UIARY T4 police police action
STP (spanning-tree)
|STP E£— K (spanning-tree mode) |pvst
STP Vlan (spanning-tree vlan)
A v 2 &> Z (instance) B B (priority) /NA—2%A4 L (hello-time)
100 no
8 enable 61440
4094 enable 4096 1

STP Mst (spanning-tree mst)



forward-time

NA—4A L (hello-time)

max-age

max-hops

simulate

enable

Configuration

il

) £ 3~ (revision)

A > A& X (instance)

vlan

ZVy P T734F YT«

A > A& Z (instance)

125 E (priority)

REA2—7x4R

A2 —Tx4R%E shutdown |IP7 KL X YT7xy bwRY IP7 FL X Y7xy bwRY description proxy-arp  |route-cache
(secondary) (secondary)
Vlanl enable cef
Vlan2 enable cef
Vlan52 192.168.255.51 255.255.255.0 enable cef
Vlan53 192.168.255.52 255.255.255.0 VLAN53note enable cef
Vlan54 192.168.255.53 255.255.255.0 VLAN54note enable cef
VIan4093 enable cef
VIan4094 192.168.255.55 255.255.255.0 192.168.255.56 255.255.255.0 enable cef
F—bFriu
A— R/NZ > 2 (port-channel load-balance) |src—mac
AV E—T714RE switchport|access vlan description STP (spanning-tree) keepalive |dhcp storm-control logging event
mode guard link-type snooping |broadcast [multicast |shutdown [trap
trust
Port-channell link-status
MBAVR—T74R
ERETE
AV E—T7 14 RE shutdown |speed duplex description switchport|access trunk channel ACL
mode vlan allow vlan |native pruning group |mode name in / out
vlan vlan
GigabitEthernet0/0 shutdown
GigabitEthernet1/0/1 access 52 auto
GigabitEthernet1/0/2 53 all auto
GigabitEthernet1/0/3 53 all auto
GigabitEthernet1/0/4 53 all auto
GigabitEthernet1/0/5 53 all auto
GigabitEthernet1/0/6 53 all auto
GigabitEthernet1/0/7 53 all auto




GigabitEthernet1/0/8 53 all auto

GigabitEthernet1/0/9 53 all auto

GigabitEthernet1/0/10 53 all auto

GigabitEthernet1/0/11 53 all auto

GigabitEthernet1/0/12 53 all auto

GigabitEthernet1/0/13 54 all auto

GigabitEthernet1/0/14 54 all auto

GigabitEthernet1/0/15 54 all auto

GigabitEthernet1/0/16 54 all auto

GigabitEthernet1/0/17 54 all auto

GigabitEthernet1/0/18 54 all auto

GigabitEthernet1/0/19 54 all auto

GigabitEthernet1/0/20 54 all auto

GigabitEthernet1/0/21 54 all auto

GigabitEthernet1/0/22 54 all auto

GigabitEthernet1/0/23 54 all auto

GigabitEthernet1/0/24 shutdown Jauto 10 full private- (4094 100,101  [4094 100,101 199 in

vlan host

TenGigabitEthernetl/1/1 1 all auto

TenGigabitEthernetl/1/2 1 all auto

TenGigabitEthernetl/1/3 1 all auto

TenGigabitEthernetl/1/4 1 all auto

STP (spaninng-tree)

AV =T x4 RE portfast bpduguar |bpdufilter |guard default link-type vlan
d cost Vlan ID cost priority

GigabitEthernet0/0 0

GigabitEthernet1/0/1 0

GigabitEthernet1/0/2 0

GigabitEthernet1/0/3 0

GigabitEthernet1/0/4 0

GigabitEthernet1/0/5 0

GigabitEthernet1/0/6 0

GigabitEthernet1/0/7 0

GigabitEthernet1/0/8 0

GigabitEthernet1/0/9 0

GigabitEthernet1/0/10 0

GigabitEthernet1/0/11 0

GigabitEthernet1/0/12 0

GigabitEthernet1/0/13 0

GigabitEthernet1/0/14 0

GigabitEthernet1/0/15 0

GigabitEthernet1/0/16 0




GigabitEthernet1/0/17

GigabitEthernet1/0/18

GigabitEthernet1/0/19

GigabitEthernet1/0/20

GigabitEthernet1/0/21

GigabitEthernet1/0/22

GigabitEthernet1/0/23

o|lo|lo|lo|lo|lo|lo

GigabitEthernet1/0/24

enable enable

none

point-to-point

3-5

TenGigabitEthernetl/1/1

TenGigabitEthernetl/1/2

TenGigabitEthernetl/1/3

TenGigabitEthernetl/1/4

olo|lo|o

QoS

> 2—Tx4R%

switchport

voice vlan

priority extend

trust

trust device

auto qos

configuration

service-policy

service input

service output

GigabitEthernet0/0

GigabitEthernet1/0/1

GigabitEthernet1/0/2

GigabitEthernet1/0/3

GigabitEthernet1/0/4

GigabitEthernet1/0/5

GigabitEthernet1/0/6

GigabitEthernet1/0/7

GigabitEthernet1/0/8

GigabitEthernet1/0/9

GigabitEthernet1/0/10

GigabitEthernet1/0/11

GigabitEthernet1/0/12

GigabitEthernet1/0/13

GigabitEthernet1/0/14

GigabitEthernet1/0/15

GigabitEthernet1/0/16

GigabitEthernet1/0/17

GigabitEthernet1/0/18

GigabitEthernet1/0/19

GigabitEthernet1/0/20

GigabitEthernet1/0/21

GigabitEthernet1/0/22

GigabitEthernet1/0/23

GigabitEthernet1/0/24

cos 7

TenGigabitEthernetl/1/1

TenGigabitEthernetl/1/2




TenGigabitEthernetl/1/3

TenGigabitEthernetl/1/4

IEEE802.1X

> R2—Tx4R%

mab

access-session

authentication

dotlx

port-control [host-mode

port-control |host-mode

order

priority

periodic

timer

reauthenticate

timer inactivity

timeout tx-

period

max-
reauth-

req

max-req

GigabitEthernet0/0

GigabitEthernet1/0/1

GigabitEthernet1/0/2

GigabitEthernet1/0/3

GigabitEthernet1/0/4

GigabitEthernet1/0/5

GigabitEthernet1/0/6

GigabitEthernet1/0/7

GigabitEthernet1/0/8

GigabitEthernet1/0/9

GigabitEthernet1/0/10

GigabitEthernet1/0/11

GigabitEthernet1/0/12

GigabitEthernet1/0/13

GigabitEthernet1/0/14

GigabitEthernet1/0/15

GigabitEthernet1/0/16

GigabitEthernet1/0/17

GigabitEthernet1/0/18

GigabitEthernet1/0/19

GigabitEthernet1/0/20

GigabitEthernet1/0/21

GigabitEthernet1/0/22

GigabitEthernet1/0/23

GigabitEthernet1/0/24

enable

force- single-host

authorized

dotlx mab

webauth

dotlx mab

webauth

enable

1073741823

65535

65535

10

TenGigabitEthernetl/1/1

TenGigabitEthernetl/1/2

TenGigabitEthernetl/1/3

TenGigabitEthernetl/1/4

logging event

> R2—Tx4R%

logging event

GigabitEthernet0/0 link-status
GigabitEthernet1/0/1 link-status
GigabitEthernet1/0/2 link-status




GigabitEthernet1/0/3 link-status
GigabitEthernet1/0/4 link-status
GigabitEthernet1/0/5 link-status
GigabitEthernet1/0/6 link-status
GigabitEthernet1/0/7 link-status
GigabitEthernet1/0/8 link-status
GigabitEthernet1/0/9 link-status
GigabitEthernet1/0/10 link-status
GigabitEthernet1/0/11 link-status
GigabitEthernet1/0/12 link-status
GigabitEthernet1/0/13 link-status
GigabitEthernet1/0/14 link-status
GigabitEthernet1/0/15 link-status
GigabitEthernet1/0/16 link-status
GigabitEthernet1/0/17 link-status
GigabitEthernet1/0/18 link-status
GigabitEthernet1/0/19 link-status
GigabitEthernet1/0/20 link-status
GigabitEthernet1/0/21 link-status
GigabitEthernet1/0/22 link-status
GigabitEthernet1/0/23 link-status
GigabitEthernet1/0/24 link-status

bundle-status

subif-link-status ignore-bulk

TenGigabitEthernetl/1/1 link-status
TenGigabitEthernetl/1/2 link-status
TenGigabitEthernetl/1/3 link-status
TenGigabitEthernetl/1/4 link-status

snmp trap

A RZ =714 R% snmp ifindex snmp trap
GigabitEthernet0/0 link-status

GigabitEthernet1/0/1

mac-notification change added

mac-notification change removed

link-status

GigabitEthernet1/0/2

mac-notification change added

mac-notification change removed

link-status

GigabitEthernet1/0/3

mac-notification change added

mac-notification change removed

link-status
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